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The Department of Computer Science and Application at Atal Bihari Vajpayee

Vishwavidyalaya, Bilaspur, in collaboration with E & ICT Academy, IIT Kanpur, and supported
by the IEEE Chapter of the department, organized a one-week online Student Development
Programme (SDP) on “Cloud Computing with AWS & Full Stack Development with PHP &
MySQL.” Held from October 14 to October 19, 2024, the program was aimed at providing
students with a comprehensive understanding and practical exposure to cloud computing,
specifically focusing on Amazon Web Services (AWS), and full-stack development using PHP
and MySQL. The event was convened by Dr. H.S. Hota, Head of the Department of Computer
Science and Application, with Dr. Shriya Sahu, Assistant Professor, serving as the coordinator.

The primary objectives of this training program were to introduce students to the
fundamentals of cloud computing, which has become an essential technology for modern
enterprise environments, and to build proficiency in full-stack development. The course structure
ensured that participants gained both theoretical understanding and practical hands-on skills in
these domains. The curriculum covered a broad spectrum of topics, starting with the essentials of
cloud computing and progressing through the intricate features of AWS, such as EC2, EBS,
RDS, and IAM, which are widely used by organizations worldwide. The training also introduced
students to the foundational concepts of full-stack development, equipping them with skills in
PHP for back-end development and MySQL for database management, making them capable of
building and deploying secure web applications.

The program began with an overview of cloud computing, covering the history, benefits,
and reasons for the technology’s adoption across various sectors. In the following sessions,
students were introduced to the different cloud service models — Infrastructure as a Service
(laaS), Platform as a Service (PaaS), and Software as a Service (SaaS), alongside the deployment
models such as public, private, hybrid, and community cloud models. The program provided a
global overview of the top ten cloud service providers, with a detailed focus on Amazon Web
Services (AWS), which was used as the primary cloud platform throughout the training.
Participants were also briefed on AWS certification paths, including the Associate and
Professional levels, guiding them on how to become certified AWS professionals.
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AWS core concepts, such as Regions and Availability Zones (AZs), which represent

AWS’s geographical data distribution strategy, were discussed to provide students with a deeper
understanding of cloud infrastructure. The training sessions also covered Amazon EC2 (Elastic
Compute Cloud) and Elastic IPs, which are essential for provisioning and managing virtual
servers in the cloud. Students were taught the concept and practical uses of Amazon Elastic
Block Store (EBS), a scalable storage solution, including its volume types, features, and benefits.
The sessions included real-world case studies and company references that utilize EBS, making it
easier for students to understand its relevance in business environments.

The training then delved into identity management and security on AWS, where
participants explored Identity Access Management (IAM) for role-based access control, along
with snapshots for backup and disaster recovery. AWS’s Multi-Factor Authentication (MFA) and
Virtual MFA applications were introduced to highlight the importance of robust security
practices. Additionally, the Elastic Load Balancing (ELB) and Auto Scaling Groups were
covered to explain how AWS manages and scales resources based on demand, ensuring high
availability and cost-efficiency.

Another significant focus of the program was Amazon RDS (Relational Database
Service), where students learned about database management, pricing structures, and practical
applications of RDS in cloud environments. The program also provided insights into Amazon S3
(Simple Storage Service) and its S3 Glacier storage class, ideal for archival and long-term data
storage. Other services, such as Amazon Macie, which helps with data security and privacy, were
also discussed to give students a holistic view of AWS’s capabilities.

The one-week online program concluded successfully, meeting its objectives and
equipping students with an in-depth understanding of cloud computing and full-stack
development. Participants left the program with enhanced knowledge and skills in managing
cloud-based resources, utilizing identity and security management, scaling solutions, and full-
stack development techniques. The program not only deepened students’ technical expertise but
also prepared them to meet industry standards and requirements in their future careers. This
initiative by the Department of Computer Science and Application, supported by E & ICT
Academy, IIT Kanpur, and IEEE, provided a valuable opportunity for students to stay

competitive in a rapidly evolving technological landscape.
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Why use cloud computing?

* Reduce capex costs and improve the predictability of on-going operating expenses
* Enable your employees to work from anywhere

* Manipulate and configure the application online at any time

Elastic Load Balancing

Classic Load Balancer:
Routes traffic based on either application or network level information. Classic Load Balancer i idea
for simple load balancing of traffic across multiple EC2 Instances

Application Load Balancer:

Routes traffic based on advanced application level Information that Includes the content of the request
Application Load Balancer i ideal for applications needing advanced routing capabilities, microservices, and
container-based architectures. Application Load Balancer offers ability to route traffic to multiple services or load
balance across multiple ports on the same EC2 instance
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Virtual MFA Applications

Applications for your smartphone can be installed from the application store that is specific to
your phone type, The following table lists some applications for different smartphone types

Android Google Authenticator; Authy 2-Factor Authentication

iPhone Google Authenticator; Authy 2-Factor Authentication

Windows Phone Authenticator

Blackberry Google Authenticator

MFA Form Factors
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IAM (ldentity Access Management)

Centralized control of your AWS account

Shared Access to your AWS account

Granular Permission

Muitifactor Authentication

Provide Temporary Access for users/devices and services where necessary

Users: End Users(think people )

Graups: A collection of users under one set of permissions

Roles: you create roles and can then assign them to AWS resources




GLIMPSES

8 L mwrnesssi)iiie B & Snecwsbbimsy,

& 2 Overvew

XL -
. ° | — v ~2 Daceg wed recovery wiit) snagahnts

I Amaron Web Services (AWS), 8 snagxshot is 8 copy of an Amaron Blestic
Block Store (£85) voluma at @ specific point In time . Snaps! n be wsed

for & varsty of px

Volume settings 1095

Instance Purchasing Options

On-Demand instances
Pay, by the hour, for the instances that you launch.

Reserved Instances
Purchase, at a significant discount, instances that are always available, for a term from

one to three years

Spot instances
Bid on unused instances, which can run as long as they are available and your bid is

above the Spot price, at a significant discount.

Dedicated hosts
Pay for a physical host that is fully dedicated to running your instances, and bring your
existing per-socket, per-core, or per-VM software licenses to reduce costs
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What Is Aws Auto Scaling Group ?
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Amazon EC2 Il"

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides secure,
resizable compute capacity in the cloud. It is designed to make web-scale cloud
computing easier for developers.

Amazon EC2's simple web service interface allows you to obtain and configure
capacity with minimal friction. It provides you with complete control of your
computing resources and lets you run on Amazon’s proven computing environment.

Amazon EC2 reduces the time required to obtain and boot new server instances to
minutes, allowing you to quickly scale capacity, both up and down, as your computing
requirements change.

Amazon EC2 changes the economics of computing by allowing you to pay only for
capacity that you actually use, Amazon EC2 provides developers the tools to build
fallure resilient applications and isolate them from common fallure scenarios.,
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Amazon Elastic Block Store (Amazon EBS)

* Amazon EBS provides persistent block storage volumes for use with Amazon
EC2 instances in the AWS Cloud

* Each Amazon EBS volume is automatically replicated within its Availability Zone to
protect you from component failure, offering high availability and durability

* Amazon EBS is designed for application waorkloads that benefit from fine tuning for
performance, cost and capacity

* Typical use cases include Big Data analytics engines (like the Hadoop/HDFS ecosystem
and Amazon EMR clusters), relational and NoSQL databases {like Microsoft SQL Server
and MySQL or Cassandra and MongoDB), stream and log processing applications (like

Kafka and Splunk), and data warehousing applications (like Vertica and Teradata),
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Cloud computing services delivered over the internet
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